
ANTI-MONEY LAUNDERING 
SHINING A SPOTLIGHT ON COMPLIANCE  

Nicola Finnerty and Gemma Tombs of Kingsley Napley LLP discuss the legal 
framework that underpins the UK’s anti-money laundering regime and consider 
how businesses can effectively fine-tune their approach to AML compliance. 

The UK’s anti-money laundering (AML) 
regime has made the headlines over the last 
few months to an unprecedented degree. Of 
particular note were the Financial Conduct 
Authority’s (FCA) large fines of National 
Westminster Bank plc and HSBC Bank 
plc for AML failings (see box “Recent FCA 
enforcement”). These cases are a shot across 
the bows for financial institutions and the 
rest of the regulated sector which now face 
a potential increase in prosecutions for non-
compliance with their AML obligations. 

The spotlight on AML is not just focused on 
the regulated sector. The war in Ukraine and 
the fear of the UK being used to launder the 
proceeds of corrupt oligarchs have expedited 
the introduction of the Economic Crime 
(Transparency and Enforcement) Act 2022 
and the further Economic Crime Bill waiting 
in the wings (see News brief “Economic Crime 
Act: cracking down on illicit wealth”, www.

practicallaw.com/w-034-8766 and box 
“Future developments”). 

There can be no doubt that combatting 
illicit finance and economic crime is now 
everyone’s priority. Businesses in the UK, 
whether regulated or not, must consider their 
own exposure to the risk of money laundering 
and ensure that their policies, controls and 
procedures are effective and will withstand 
the scrutiny that the current spotlight on 
AML brings. 

This article discusses the legal framework 
that underpins the AML regime and considers 
how businesses can effectively fine-tune their 
approach to AML compliance. 

LEGAL FRAMEWORK 

Effective AML compliance is necessarily 
founded on a correct and thorough 

understanding of the spectrum of money 
laundering offences in the UK. The UK 
regime is predicated on two main pieces of 
legislation: 

• The Proceeds of Crime Act 2002 (POCA).

• The Money Laundering, Terrorist 
Financing and Transfer of Funds 
(Information on the Payer) Regulations 
2017 (SI 2017/692) (2017 Regulations) 
(see Briefing “New anti-money laundering 
regulations: a risk-based approach”, 
www.practicallaw.com/w-009-3383). 

In addition, the Terrorism Act 2000 mirrors 
many of the provisions of POCA in respect 
of terrorist financing but is not dealt with in 
this article. 

Together, POCA and the 2017 Regulations 
contain a raft of criminal offences that may 
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be committed by individuals and businesses 
if they do not understand their obligations 
and fail to address the money laundering 
risks that they face. A business may also face 
civil proceedings (see box “Civil recovery”). 

The extent to which a business is exposed 
to liability for any AML failings is dictated 
by whether they fall within the regulated 
sector, defined both under POCA and the 2017 
Regulations, and made up of businesses that 
are considered to be much more susceptible 
to money laundering. Those within the 
regulated sector are required to take a 
stringent approach to the running of their 
business that takes into account their specific 
money laundering risks and may commit 
additional criminal offences if they fail to 
comply with the higher standard expected 
of them (see “2017 Regulations” below). The 
list of businesses that are regulated in this 
way has expanded in recent years to include 
certain cryptoasset businesses and art market 
participants and it will, no doubt, continue 
to grow. 

Primary offences
Money laundering can be defined as the 
process by which the proceeds of criminal 
conduct are dealt with in a way that disguises 
their origins. This definition is encapsulated 
in the primary money laundering offences in 
sections 327 to 329 of POCA (sections 327 to 
329). These offences effectively capture all 
dealings with the proceeds of crime and may 
be committed by any individual and, if the 
test for criminal corporate liability is met, any 
legal entity. Targeted at those who actively 
assist criminals to hide their proceeds but also 
applying to any party to a transaction that 
suspects money laundering and nonetheless 
deals with the property, these offences carry a 
maximum sentence of 14 years’ imprisonment 
and an unlimited fine. 

Under sections 327 to 329, it is an offence to:

• Conceal, disguise, convert or transfer 
criminal property or remove criminal 
property from the UK. 

• Enter into or become concerned in an 
arrangement which a person knows or 
suspects facilitates, by whatever means, 
the acquisition, retention, use or control 
of criminal property by or on behalf of 
another person. 

• Acquire, use or have possession 
of criminal property other than for 

adequate consideration (see box “Key 
concepts in money laundering offences”). 

Suspicious activity reports
Built into the legal framework is the 
acceptance that many businesses will 
find themselves unwittingly dealing with 
the proceeds of crime and possibly in 
circumstances where they need to continue 
with a transaction. Consequently, there is 
an exemption whereby a primary money 
laundering offence will not be committed if 
a knowledge or suspicion that the property 
is the proceeds of crime is reported to the 
National Crime Agency (NCA) in the form 
of a suspicious activity report (SAR) (section 
338, POCA) (see Opinion “The SARs regime: 
is it fit for purpose?”, www.practicallaw.
com/w-028-0696). 

If a SAR is submitted before the proceeds 
of crime are dealt with then it is possible to 
obtain a defence against money laundering 
(DAML) from the NCA, which means that 
the reporter of the SAR will not commit 
a primary money laundering offence. If 
a SAR is submitted after the proceeds of 
crime have been dealt with, the person 
will be protected in the same way provided 
that they had a reasonable excuse for not 
seeking consent beforehand and the SAR 
was made as soon as practicable and on 
their own initiative. 

Where a person suspects that the property 
is the proceeds of crime but does not submit 
a SAR at all, they will only be exempt from 
criminal liability where they intended to make 
the report but had a reasonable excuse for not 
doing so. The concept of reasonable excuse is 
not defined in POCA and is a grey area with 
different sectors taking a different view as to 
what might constitute reasonable excuse, so 
caution is needed as to how much it can be 
relied on as a defence. 

Failure to disclose offences 
Law enforcement agencies depend to a great 
extent on the intelligence that businesses can 
provide and so the AML framework includes 
a legal requirement for certain individuals 
and businesses to make disclosures relating 
to money laundering to nominated officers 
within their businesses and also to the NCA. 
Failure to do so is a criminal offence under 
sections 330 to 332 of POCA. This category of 
offences carries a maximum sentence of five 
years’ imprisonment and an unlimited fine.  

The offences under sections 330 and 331 of 
POCA apply respectively to the regulated 
sector as a whole and nominated officers 
or money laundering reporting officers 
(MLROs) within the regulated sector. They 
may be committed where a person knew 
or suspected, or had reasonable grounds 
to know or suspect, that another person is 
engaged in money laundering by virtue of 
information that has come to them within 
the course of the regulated business and they 
failed to make a report to their MLRO or the 
NCA as applicable. The element of reasonable 
grounds for suspicion is noteworthy because 
it places a greater burden on those within 
the regulated sector who may commit the 
offence if they should have suspected money 
laundering in all the circumstances but did 
not. 

An MLRO who has been appointed to a 
business outside of the regulated sector may 
also be liable under section 332 of POCA 
where they have received an internal report 
of suspected money laundering and have 
formed their own suspicion but failed to 
submit a SAR to the NCA.

Similarly to the primary money laundering 
offences, the failure to disclose offences are 
not committed if the person had a reasonable 
excuse. 

Recent FCA enforcement

The Financial Conduct Authority’s (FCA) prosecution of National Westminster Bank 
plc (NatWest) marked its first pursuit of criminal charges against an institution for 
anti-money laundering (AML) failings and ended in success for the FCA with NatWest 
entering guilty pleas in October 2021 and receiving a fine of £264.8 million (www.
fca.org.uk/news/press-releases/natwest-fined-264.8million-anti-money-laundering-
failures). 

This coup for the FCA was swiftly followed by a regulatory fine of £63.9 million levied 
at HSBC Bank plc which the FCA deemed to have also failed in its AML procedures 
(www.fca.org.uk/publication/decision-notices/hsbc-bank-plc.pdf).
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Tipping-off offences
In order to prevent suspected money 
launderers from being alerted to aroused 
suspicions and potential action by law 
enforcement agencies, POCA makes it 
an offence for those within the regulated 
sector to tip off another person that a SAR 
has been made or that a money laundering 
investigation is being contemplated or 
carried out, where they know or suspect 
that the disclosure is likely to prejudice an 
investigation. This offence carries a maximum 
sentence of two years’ imprisonment and an 
unlimited fine. 

Those outside of the regulated sector may 
also commit a similar offence under section 
342 of POCA where they know or suspect 
that a money laundering or other POCA 
investigation is being conducted or about to 
be conducted, and they make a disclosure to 
another person that is likely to prejudice that 
investigation, and they know or suspect this 
to be the outcome. 

It is also an offence to falsify, conceal, destroy 
or otherwise dispose of documents that are 
relevant to a money laundering or POCA 
investigation or to permit another to do so 
where the person knows or suspects that the 
documents are relevant and they intend to 
conceal any facts disclosed in the documents. 
These offences carry a maximum sentence of 
five years’ imprisonment and an unlimited 
fine. 

2017 Regulations
The regulated sector is held to a higher 
standard and this is reflected in the 2017 
Regulations, which include requirements to:

• Conduct money laundering risk 
assessments.

• Implement policies, procedures and 
controls to address these risks.

• Adopt internal controls and appoint an 
MLRO.

• Provide training.

• Conduct the appropriate level of 
customer due diligence.

• Keep proper records. 

An individual or business within the 
regulated sector that fails to adhere to these 
requirements may commit a criminal offence 

under regulation 86 of the 2017 Regulations 
(regulation 86) and faces a maximum 
sentence of two years’ imprisonment or an 
unlimited fine. The importance of embracing 
the requirements of the 2017 Regulations is 
underlined by an exemption to the offence 
under regulation 86 whereby a person is 
not guilty if they took all reasonable steps 
and exercised all due diligence to avoid 
committing the offence.

Supervision of AML regime
Businesses within the regulated sector are 
monitored by supervisory authorities that 
have powers under the 2017 Regulations to 
ensure their compliance, for example, they 
can require a business to produce documents 
or attend an interview and answer questions. 
These authorities are, in turn, required to 
make available to the businesses that 
they supervise information about money 
laundering, including details of the warning 
signs or red flags that suggest money 
laundering. This is essential reading for these 
businesses because any such guidance may 
be taken into consideration by a court when 
deciding if an offence has been committed. 

The main supervisory authorities are HM 
Revenue & Customs (HMRC), the FCA 
and the Gambling Commission, but there 
are many other professional bodies that 

supervise businesses which fall within their 
remit (see News brief “Anti-money laundering: 
HMRC raises its game”, www.practicallaw.
com/w-022-1261). HMRC and the FCA have 
additional powers, which include the ability 
to impose penalties on the businesses that 
they supervise and their officers, if they 
are satisfied that the business or officer 
concerned has failed to meet a requirement 
of the 2017 Regulations, unless the business 
took all reasonable steps and exercised all 
due diligence to ensure that there was no 
contravention. They may also publish a 
statement censuring the business. 

AML obligations are not limited to POCA 
and the 2017 Regulations. The FCA requires 
the businesses that it authorises under Part 
IV of the Financial Services and Markets 
Act 2000 to have systems and controls in 
place to mitigate the risk that they might be 
used to commit financial crime and the FCA 
Handbook sets out the various requirements 
to which these businesses are subject 
depending on the scope of their permissions. 
Failure to meet the standard expected by 
the FCA can result in the withdrawal of a 
business’s authorisation or prohibitions on 
certain individuals carrying on regulated 
activities (see feature article “FCA and PRA 
enforcement actions: trends and predictions”, 
www.practicallaw.com/w-034-1498). 

Future developments

The UK’s anti-money laundering regime is stringent and constantly evolving in 
response to new and perceived threats. The Financial Conduct Authority has confirmed 
its commitment to lower the incidents of money laundering in the businesses that it 
authorises and to improve the effectiveness of supervisory authorities (www.fca.org.
uk/publications/business-plans/2022-23). 

In addition to the Economic Crime Bill, which is expected later in 2022, also on the 
horizon are:

• The proposed economic crime levy on the regulated sector, which is in Part 3 of 
the Finance Act 2022. The levy has effect for the financial year beginning April 
2022, which means that it will be charged on entities that are regulated during 
the financial year 2022/23 and will be payable following the end of each financial 
year, so the first payments will be made in the financial year 2023/24. The outline 
mechanics of the levy, including assessment, payment, collection and recovery, 
are set out in the  Economic Crime (Anti-Money Laundering)  Levy  Regulations 
2022 (SI 2022/296), which came into force on 1 April 2022.

• The awaited response of the government to the Law Commission’s 2019 
recommendations on reforms to the suspicious activity reports regime 
(https://s3-eu-west-2.amazonaws.com/lawcom-prod-storage-11jsxou24uy7q/
uploads/2019/06/6.5569_LC_Anti-Money-Laundering_Report_FINAL_
WEB_120619.pdf).
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RISK-BASED APPROACH

AML compliance will mean different things 
to different businesses. A key requirement of 
the 2017 Regulations is that businesses take 
a risk-based approach and so it is essential 
to undertake a risk assessment both at a 
business-wide level and for each individual 
customer. The reasoning behind this 
approach is that identifying and assessing 
the areas of money laundering risk within a 
business will enable it to focus its energies 
and resources appropriately. It also allows 
a business to calibrate the type and level of 
compliance required across the breadth of its 
activities and this, in turn, shapes the design 
and implementation of suitable polices, 
controls and procedures, and the approach 
to customer due diligence, all of which are 
required under the 2017 Regulations. 

While risk assessments and policies, 
procedures and controls are a legal 
requirement for those in the regulated 
sector, it is recommended that those not in 
the regulated sector follow suit in order to 
protect both the business and its staff from 
the risks of money laundering.

Business-wide risk assessments 
There is no template or formula for a business-
wide risk assessment because it is not a “one 
size fits all” approach and it is a matter of 
judgment for each business. Crucially, risk 
assessments are not intended to be a one-time 
exercise that result in a static document, but 
should be a living document that informs much 
of the compliance activity within a business.

It is helpful to approach a risk assessment 
in two stages: 

• Assess the money laundering risks in the 
market as a whole in which the business 
operates. The national risk assessment of 
money laundering and terrorist financing 
(NRA) is essential reading as it sets out 
the key money laundering risks for the 
UK as well as any information made 
available by the supervisory authority’s 
sector risk assessment (https://assets.
publishing.service.gov.uk/government/
uploads/system/uploads/attachment_
data/file/945411/NRA_2020_v1.2_FOR_
PUBLICATION.pdf). 

• Identify which lines of the business are 
caught by the 2017 Regulations and 
consider the specific risks faced by those 
areas.

It can be helpful to consider exposure to 
money laundering against the backdrop of 
three broad categories of risk, which feed 
into the standard customer diligence that a 
business must perform and will determine 
when enhanced due diligence is required. 

Customer risk. When assessing customer 
risk, a business must consider who they are 
serving, what risk they present, and what 
measures should be put in place as a result. 

A business might consider the risks associated 
with the following: 

• The jurisdiction or jurisdictions where its 
customers or their beneficial owners are 
either based, have personal links or have 
their main place of business. Risks may 
be lower where the customers operate in 
a jurisdiction that has a good reputation 
for AML enforcement, but higher where 
they do not. The same resources for 
assessing geographic risk at an industry 
and business level can be used to assess 
risk at a customer level. 

• The type of customers. The customer base 
under consideration may not operate in 
a high-risk jurisdiction, but it could be a 
red flag if it is associated with industries 
that are, in turn, associated with a 
higher corruption risk. Those industries 
include construction, pharmaceuticals 
and healthcare, arms trade and defence, 

extractive industries such as oil and 
gas, and public procurement. They also 
include sectors associated with a greater 
risk of money laundering such as certain 
money service businesses, dealers in 
precious metals or those which involve 
significant amounts of cash.

• Customers with political connections. 
Customers that have, or are likely to 
have, political connections may present 
a higher risk, particularly if they or their 
beneficial owners are politically exposed 
persons (PEPs) or public officials who are 
not senior enough to be a PEP but whose 
job may make them vulnerable to bribery, 
for example because they are involved 
in placing government contracts. Again, 
when considering these issues, the 
business will want to take into account 
the jurisdiction in which its customers 
or their beneficial owners hold those 
positions or have those connections.

• Customer reputation. This may be 
gauged about a particular customer 
base through experience or anecdotally. 
A business may already have a view 
about the integrity of a particular 
customer, or its beneficial owners; for 
example, from recent news reports 
about a series of criminal investigations 
into particular types of businesses, or a 
FCA “Dear CEO” letter addressed to a 
particular type of business.

4

Civil recovery

A business that is entangled in money laundering runs the gauntlet of civil proceedings 
as well as the risk of criminal prosecution, as law enforcement agencies are increasingly 
using their powers of civil recovery under Part V of the Proceeds of Crime Act 2002 to 
allow them to recover the proceeds of crime without requiring a criminal conviction. 

Businesses may find themselves dealing with the significant inconvenience of an 
account freezing order (AFO) where there are reasonable grounds to suspect that 
all or part of the funds in their bank account are either the proceeds of crime or are 
intended for use in unlawful conduct. AFOs are civil orders made by a magistrates’ 
court, on application by a law enforcement authority, which freeze the specified 
funds and prevent any withdrawals or payments for up to two years while the matter 
is investigated (see Briefing “Criminal Finances Act 2017: crime still doesn’t pay”, www.
practicallaw.com/w-022-9657). Similar powers can be exercised in respect of cash 
and these orders are easily obtained because the threshold is low and decided on 
the balance of probabilities. 

These funds may even ultimately be forfeited through an account forfeiture notice 
or account forfeiture order if the law enforcement authority is satisfied that there is 
sufficient evidence linking the frozen funds to criminal conduct. 
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• Customers that are reluctant or unable 
to provide proof of their identity or source 
of wealth, or that of their beneficial 
owners. These customers may present a 
higher risk. The business should consider 
whether there appear to be legitimate 
reasons for this reluctance when 
considering what risk rating to give, and 
what mitigating steps may be needed. 
There may, for example, be commercial 
or other legitimate and industry-specific 
reasons why the identity of the ultimate 
owners of a business cannot be verified. 
However, the starting point should be 
the raising of a red flag where customers 
have a complex or opaque ownership 
structure that cannot be explained.

• Third parties. A business must consider 
the risks that may be inherent in any 
arrangements whereby customers are 
introduced by third parties. The same 
considerations apply to customers 
introduced through agents, or where a 
business transacts through intermediaries. 
The business needs to consider why those 
arrangements have come about, and what 
level of risk they present. 

Geographical risk. A business should 
consider any international trade and 
the accompanying risk issues related to 
particular jurisdictions, to whatever extent 
they apply beyond the geographic element 
of its customer risk assessment. Geography 
is also a relevant factor in considering the 
source of funds and sanctions. A business 
can take into account its own, or anecdotal, 
experience, but should also consult other 
official sources such as: the Financial Action 
Task Force (FATF) website, where it can 
find out more about high-risk jurisdictions 
and whether the country in question is 
governed by a FATF-style regional body; the 
European Commission; Treasury sanctions; 
or the Transparency International Corruption 
Perceptions Index.

Transactions, products, services or delivery 
channel risk. A business should consider its 
different ways of doing business and how it 
can mitigate risk in respect of those delivery 
channels. This includes:

• The type or nature of the transactions. 
Broadly, this means considering 
transactions’:

-  transparency or opaqueness, including 
how the types of transactions that 

it undertakes allow or facilitate any 
anonymity or secrecy on the part of 
the customers, or of their ownership or 
beneficiary structures. The purpose of 
this assessment is to understand the 
extent to which transactions interfere 
with a business’s obligation to “know your 
customer”, which is what allows a business 
to do an informed risk assessment at an 
individual customer level;

-  complexity, including whether the 
business has a revenue stream 
where transactions are unnecessarily 
complicated or involve multiple or 
specific jurisdictions, and are therefore 
likely to be a high-risk area of the 
business; and

-  size or value, including, to the extent 
possible, the value or size of transactions 
with a particular customer base, 
although it may not always be easy 
to make an assessment of risk at a 
business-wide level and this may instead 
be a feature in individual customer 
transaction assessments.

• How the customer obtains the services 
of the business. For example, an inability 
to identify a customer face-to-face is a 

risk factor and the business will need to 
consider how it can satisfy itself of their 
identity. The role of a business’s policies 
and procedures is crucial here because 
they should set out the methods of 
identification that are acceptable as part 
of its customer due diligence. 

The conclusions to be drawn from the 
business-wide risk assessment are ultimately 
a matter of judgment for the business 
but it should consider the likelihoods of 
encountering the risks and the impact on 
their business. It should also consider what 
method of risk rating to deploy; for example, 
a tiered basis of low, medium or high risk, or 
a traffic light system. 

Regardless of size, a business must ensure that 
its risk assessment is in writing and ready for 
review by its supervisory authority at any time. 
In addition, a business must review its risk 
assessment regularly and at least annually. 
Any significant change to the business, 
including if it adopts a new line of business 
or adopts new technology, will necessitate 
another review. The assessment must also be 
kept updated to reflect any updated NRA or 
wider changes in circumstances, as well as 
in light of any further information published 
by its supervisory authority.

Key concepts in money laundering offences 

The primary money laundering offences in the Proceeds of Crime Act 2002 (POCA) 
are underpinned by several key concepts:

• The prosecution must prove that the property in question is criminal property. This 
is defined as property that constitutes a person’s benefit from criminal conduct 
or represents such a benefit, in whole or part and whether directly or indirectly.

• Criminal conduct is defined as conduct that constitutes an offence in any part of 
the UK or would do so if it occurred in the UK, and its effect is to cover any crime 
contrary to UK law no matter how minor or how long ago, or where it occurred 
in the world. While there are some limited exceptions to the catch-all nature of 
“criminal conduct”, the size of the net it casts is huge. 

• The prosecution must prove that the alleged offender knew or suspected that the 
property was the proceeds of a crime. Suspicion is a subjective state of mind that 
is not defined in POCA but the courts have construed to be a low bar to cross, 
requiring only that the defendant must think that there is a possibility, which is 
more than fanciful, that the relevant facts exist (R v Da Silva [2006] EWCA Crim 
1654). It is important to understand that a person is not required to have actual 
evidence or know the exact nature of the underlying criminal conduct in order 
to be suspicious and a person may form a suspicion based on the presence of 
warning signs or red flags and taking into account all the relevant information 
within their knowledge.
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Customer risk assessments 
The business must carry out money laundering 
risk assessments for each individual customer 
that relate only to that specific customer’s 
profile and business. This process must be 
set out in the business-wide risk assessment. 
In carrying out a customer risk assessment, 
the business should pay close attention to 
the matters set out in the business-wide risk 
assessment. 

POLICIES, CONTROLS AND 
PROCEDURES 

The business-wide risk assessment is 
important not only in itself, but also because 
it will allow a business to comply with its 
other obligations under the 2017 Regulations. 
The business must design and implement 
adequate policies, controls and procedures to 
mitigate and effectively manage any money 
laundering risks that have been established 
in the risk assessment. These controls need to 
be proportionate to the size and nature of the 
particular business, and must be approved 
by senior management. There should be 
a manual setting out how the business 
deals with its AML obligations. This must 
be a living document which, again, should 
be periodically reviewed, at least annually, 
and kept up to date, including if there is any 
significant change to the business. 

The policies, controls and procedures 
must be monitored for effectiveness 
and communicated and available to all 
employees. They must cover:

• Risk management. This is the business’s 
risk-based approach to business-wide 
and customer-specific risk assessments. 

• Internal controls, taking into account the 
size and type of business.

• Customer due diligence measures. These 
are the processes by which a business 
researches its customer in order to make 
an informed assessment of the risk of 
money laundering that they may pose 
and they will be very much linked to the 
risk assessment. A regulated business 
can apply simplified due diligence 
measures to a particular relationship or 
transaction if it determines that there 
is a low risk of money laundering, for 
example if the customer is regulated by 
the FCA. Enhanced due diligence must 
be applied where there is a higher risk 
of money laundering; for example, the 

customer is based in a high-risk country 
for money laundering, is a PEP or owned 
by a PEP, or if they are associates or 
immediate family members of a PEP. 
Enhanced due diligence requires more 
information to be obtained to ensure that 
a business is satisfied as to the nature of 
the intended business relationship, the 
source of wealth and the reasons for the 
transaction. Senior manager approval is 
required for onboarding and enhanced 
ongoing monitoring will also usually be 
required. 

• Red flags. The list of warning signs 
must include how to identify and 
scrutinise complex and unusually large 
transactions or any unusual patterns 
of transactions that have no apparent 
economic or legal purpose, and other 
activities that are likely to be related to 
money laundering.

• Reliance. Businesses within the 
regulated sector are permitted to rely on 

other regulated businesses to conduct 
customer due diligence in a mutual 
transaction but the business will remain 
liable for any failures or breaches in AML 
compliance.

• Reporting suspicions. There must be 
a procedure for reporting suspicions 
and submitting a SAR. This must also 
include discrepancy reporting, which is 
the obligation to report to Companies 
House any discrepancy between 
information collected from Companies 
House and that which is collected during 
the customer due diligence process 
under the 2017 Regulations.

• Staff training, communication and 
awareness on money laundering. This 
includes an obligation to make staff 
aware of the law of data protection where 
it is relevant to the 2017 Regulations.

• Record keeping and destruction. A 
business must keep a record of all 
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customer due diligence carried out 
to show compliance with the 2017 
Regulations. This will include customer 
identity documents, risk assessments, 
policies and training records. A business 
will also need to consider data privacy 
and information sharing.

• Ongoing monitoring. This includes 
managing compliance with the policies 
and ensuring that all steps taken are 
documented. 

• Technology. This includes taking 
appropriate steps to assess and, if 
necessary, mitigate the risk of money 
laundering when new technology is 
adopted.

A business must apply its policies, procedures 
and controls across its group structure, if 
relevant. If it is part of a wider group structure, 
it will need to ensure that its policies, controls 
and procedures apply to all subsidiaries and 
branches, including those outside the UK that 
carry out activities which would be regulated 
if carried out in the UK. Any subsidiaries 
or branches that are located in a country 
outside the UK that does not have an AML 
and counter-terrorist financing regime as 
stringent as the UK’s must apply measures 
equivalent to those required under UK law 
as far as possible. 

Serious consequences may arise from a failure 
to comply with the 2017 Regulations. At the 
top end of the scale, any failings may amount 
to a criminal offence (see “2017 Regulations” 
above). Breaches of the 2017 Regulations will 
also inevitably mean reputational damage, 
and can lead to the removal of an individual’s 
“fit and proper” status and to the suspension 
of a business from carrying out regulated 
activity. 

In order to avail themselves of a defence to 
any allegation of AML failings, an individual 
or a business will have to demonstrate that 
they took all reasonable steps and exercised 
all due diligence to avoid committing the 
offence. This is why it is imperative to take a 

risk-based approach, carrying out a careful 
risk assessment which is documented, 
together with having policies, procedures 
and controls that are meaningful and 
implemented. 

Businesses should also ensure that their 
policies, procedures and controls work 
together with their other policies, for example, 
in respect of bribery and corruption and 
modern slavery.

GOVERNANCE

Governance is necessarily an integral part 
of the 2017 Regulations so as to ensure 
compliance. There are specific roles and 
responsibilities for those in the regulated 
sector. 

Senior managers
Senior managers are defined as officers or 
employees with sufficient knowledge of the 
business’s money laundering and terrorist 
financing risk exposure, and of sufficient 
authority, to take decisions affecting its risk 
exposure (regulation 3(1), 2017 Regulations). 
They are responsible for the oversight of 
meeting the 2017 Regulations and can be held 
personally liable if they do not take steps to 
protect the business from money laundering. 
They have a duty to engineer the culture of 
compliance in the business, including risk 
assessments, the implementation and 
approval of policies, procedures and controls, 
and to ensure that a MLRO is appointed and 
that they have the resources they need.

MLRO
A business must appoint an MLRO, 
sometimes also referred to as a nominated 
officer, who is responsible for receiving 
internal disclosures from staff of suspected 
money laundering, determining whether they 
warrant the submission of a SAR to the NCA, 
reporting any suspicious activity to the NCA 
and seeking a DAML where appropriate. They 
will also have oversight of the implementation 
of the AML policies, procedures and controls, 
and for ensuring that appropriate monitoring 
processes and procedures are established. 

MLCO 
The money laundering compliance officer 
(MLCO) is responsible for general compliance. 
It is not always necessary to appoint a MLCO 
and it will depend on a number of factors, 
including the complexity of the business, the 
level of risk, how many offices the business 
has and how many employees it has.

Beneficial owners
Beneficial owners, officers and managers 
need to be approved by the business’s 
AML supervisory authority. They do not 
have a specific role but an individual with 
a conviction for certain offences, including 
any offence that has dishonesty as one of its 
components, will not be approved. 

Employee screening
Depending on its size and nature, the 
business must carry out screening of relevant 
employees before their appointment and 
during the course of their appointment. 

Independent audit function
Whether this is necessary will depend on the 
size and nature of the business. The role of 
an independent audit function is to examine, 
evaluate and make recommendations about 
the adequacy of the policies, controls and 
procedures, and to monitor the business’s 
compliance. 

WITHSTANDING SCRUTINY

Ensuring compliance in this rapidly shifting 
and expanding area is no mean feat and 
requires all businesses to consider the risks 
that they could encounter and ensure that they 
have in place a proportionate AML framework. 
Not only will this lessen the risk of involvement 
in money laundering but it will give businesses 
the confidence that they can account for their 
actions in response to increasing scrutiny from 
law enforcement agencies. The opposite is true 
for those businesses that turn a blind eye or 
do not take these matters seriously.  

Nicola Finnerty is a partner, and Gemma 
Tombs is legal counsel, at Kingsley Napley 
LLP.


